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Introduction

Présentation de l'outil - Veeam

Veeam est un logiciel créé par la société du méme nom (Veeam Software) depuis 2006.

4

Dans sa forme Backup & Replication, il permet la création d’un serveur de sauvegarde de
nombreux appareils : Windows, Linux, macOS, et méme des machines virtuelles sont
compatibles avec le logiciel.

Le logiciel est a sa douzieme version, et permet la centralisation des sauvegardes d’une
infrastructure, qui permettent ainsi 'assurance de la sauvegarde des données, ainsi que la
possibilité de les réinjecter dans les machines en cas de probléeme majeur (perte, casse,
piratage (surtout les ransomwares).

Le logiciel permet également d’exporter les sauvegardes vers un autre serveur, ou encore
dans le cloud ; comme AWS, Azure et méme Google.

Ainsi, les sauvegardes étant faites périodiquement, et sans que l'utilisateur le ressente,
sont doublement protégées et permettent la tranquillité des services informatiques ainsi
que des employés.

Le logiciel dans sa forme gratuite s’adresse plutét a des infrastructures petites, ou a un
usage personnel, étant donné sa limitation a 10 machines enregistrées et sauvegardées
par le serveur.

Veeam permet 3 types de sauvegardes : ordinateur complet, volume seul, ou fichiers
sélectionnés.

Enfin, le logiciel est trés facile d’utilisation, relativement user-friendly et assez rapide a
mettre en place.
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Procédure d’installation

Comment installer Veeam Backup & Replication 12

Prérequis :
- Avoir téléchargé I''SO de Veeam Backup and Replication 12

(
)

- Avoir acces aux serveurs suivants :
o ASSURDCO02, serveur sauvegardé
o ASSURSAVE, serveur de sauvegarde

1. | Double cliquer|sur I'lSO téléchargée. Celle-ci sera montée dans le lecteur de DVD
virtuel.

2. Dans Ce PCJ double cliquerfa nouveau sur le DVD virtuel créé.

Lecteur de DVD (D:) Veeam Backup
n]

IEN and Repllc‘.':\tlon 12
0 octet(s) libres sur 8,83 Go
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3.| Cliéuer

|sur Install.

Veeam Backup & Replication 12.1

Install

4.| Cliquer]sur « Install Backup & Recuperation »

E-'a Veeam Backup & Replicatiqn — X

)|:I|EI Install Veeam Backup & Replication

N Veeam Backup & Replication combines fast, flexible and reliable backup, recovery and
replication for all your workloads and data.

NE' Install Veeam Backup Enterprise Manager

_I Veeam Backup Enterprise Manager is an optional web-based management and reporting
console for Veeam Backup & Replication. It provides a single pane of glass for larger
environments with multiple backup servers.

\|=] [Install Veeam Backup & Replication Console

I!%I Veeam Backup & Replication console is a Windows-based graphical user interface client
for managing backup servers.

@ View Documentation
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5. e contrat de licence.
ﬁn'a Veeam Backup & Replation - X
License Agreemen
Read the license agreements any accept them to proceed.
Please view, print or save the documagts linked below.
By clicking "I Accept” button, | hereby accept the following:
* Agree and consent to the terms of VeeaN License Agreement and licensing policy
* Agree and consent to each of the license ayreements of 3rd party components used
* Agree and consent to each of the license agréements of required software
| Accept Cancel
6.[ Cliquer]sur Next
NA] -
o~ Veeam Backup & Replication - X

License
Provide license file for VeeanyBackup & Replication.

Select license provisioning methodk
& Sign in with Veeam Bro license file

License details:

Community edition, 10 instances, limited functignality & personal use only

Update license automatically (enables usage reperting)

Download and install new license automatically when you renew or expand your contract. This requires
sending the license ID, the installation ID, and workload usage counters to Veeam servers periodically.
Successful usage reporting doubles the number of workigads you can exceed your installed license by.

© Veeam EULA prohibits using Community Edition to provide any servides to third parties. In particular,

you may not install, configure or manage such backup servers at your client's environment as a
consultant or an MSP.

Back

Cancel
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7. Le logiciel vérifie la configuration du systéme. Patienter.

E-”] Veeam Backup & Replication - X

System Configuration Check

System is being verified for potential installation problems.

Please wait...

Enabling missing features...

Cancel

8. Le logiciel demande une confirmation. Changer des paramétres si besoin, sinon

lappuyersur Install.

El”] Veeam Backup & Rephcation — X

Ready to Install

Installation will begin with the fallowing settings.

Installation folder: \Program Files\Veeam\Backup and Replication
vPower cache folder: C:\RrogramData\Veeam\Backup\IRCache
Guest catalog folder: C:\VBRCatalog

Service account: LOCAL'SYSTEM

Database engine: PostgreS

SQL server: ASSURSAVEN432

Database name: VeeamBackup

Catalog service port: 9393

Service port: 9392

Secure connections port: 9401

REST API service port: 9419

Check for product updates: Automatically

£ Customize Settings Back Cancel
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Installing Veeam Backup & Replication
Please wait, installation may require significant time.

Step 7 of 7:
Finalizing installation and starting services...

Cyber resilient

Enable the fastest response to ransomware attacks by
L identifying, alerting and restoring with clean data, including
: automation with proven orchestration of all workload
recoveries. Empower your zero-trust journey with multi-
factor authentication (MFA) and password-less service
accounts, and fortify your defenses against cyberattacks
with Kerberos-only and IPv6-only environment support.

E-”] Veeam Backup & Replication —

10.Le programme est terminé [Cliguer|sur Finish.

L

Veeam Backup & Replication 12.1

\/ Successfully installed
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Veeam est maintenant installé. |l faut passer a la configuration.

1. | Démarrer

Veeam Backup & Replication Console

D veeam b!ackup & Replication Console

& @ Applications Documents Paramétres Dossiers Photos

Meilleur résultat

~g Veeam Backup & Replication Console N EI

BN Application IE N

Applications Veeam Backup & Replication Console

Application

2. Une fenétre apparait. sur Connect.

0]
=fN] Backup & Replication 12

3

Type in a backup server name or IP addr

ss, backup service port number,
and user credentials to connect with.

localhost 9392 h

ASSURSAVE\Administrateur ’

Password ]
/| Use Windows session authentication ‘
Save shortcut Connect Close

Présentation et installation du logiciel choisi - Veeam
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3. Cette fenétre apparait sur Backup Job, puis Windows Computer.

Veeam Backup and Replication Community Edition

[Ca]
Backup Replication CDP
Job ™ Job~™  Policy ™

Backup Compliance

\w\ Virtual machine. Actions
~
2L \Wind
“‘ Ruincousomens Welcome to Veeam PRODUCT ONBOARDING
W) Linux computer Backup & Replication From First-Time Deployment
y ’ - to Advanced Features
W Mac computer... Community Edition i .,
et REE g cerbficsle
Wm Unix computer.
b
U& Object Storage
il File share .
- OISO U LG u Explore our Community Hub R&D Forums Contact support
- L"‘i' Last 24 Hours Veeam Community LEARN MORE - LEARN MORE - LEARN MORE -
[&# Success
Upgrade to unlock the powerful features
of Veeam Data Platform
| e
Your Current Version Veeam Data Platform
X 10 workloads limit # Unlimited workloads
X NO tachnical support V' 24/7 techni
X NO malware detection # Detect ransamw
X NO object storage support ' Backup or copy backups directly to
cloud
X NO backup testing
=2 Inventory ' Autamated backup recoverability testing

% Backup Infrastructure
il Analytics

I
# History

Connected to: localhost Bu 1. Community

4. |CquueF|sur Next.

| New Agent Backup Job x

Job Mode

Specify protected colputer type and backup agent management mode.

Job Mode Type:
Name ) Wostation
Computers O Server

Backup Mode O Failover cluster
Storage

Guest Processing Mode:

© Managed by backup seétver

Veeam backup server schequles and executes backups on the protected computers. This mode is
Summary recommended for always-on\workloads with a permanent connection to the backup server, such as servers or
clusters located in the same da%a center.

Schedule

(O Managed by agent
Veeam backup server deploys the protection policy to all agents, however the job is managed by the agent
itself. This mode is recommended for wokstations and servers located in remote sites with poor connectivity
to the main data center.

D

Cancel
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5. INommerjla tache, puislchangerlla description si besoin, et|c|iquer|sur Next.
\

I New Agent Backup Job X ‘
Name
| Type in a name and descripton for this agent backup job.
Job Mode Name:
Sauvegarde DC

Name

Computers Description: \
Created by ASSURSAVE\Administrateur at 21/02/2024 13:00]

Backup Mode

Storage
Guest Processing

Schedule

Summary

() High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to the

ctart time ar inh< with <trict RPO reanirements

< Previous Cancel

6. Eliquer sur Add, puis Individual Computer.

New Agent Backup Job X
{ Computers
r Select protection groups or individual machines to bac ~Protection gro vide a dynamic selection scope that automatically updates
y the list of protected machines as new ones are discovered.
o
Job Mode Protected computers:
Name Type Add...
Name P
Protection group...
Computers ™ Individual computer...
Backup Mode
Storage
Guest Processing
Schedule .
Summary N
< Previous Next > Cancel

Présentation et installation du logiciel choisi - Veeam
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7. le nom du serveur (ou son IP) a sauvegarder, puis|Add.
Add Gomputer X
Hagst name or IP address:
ASSURDCO02
Credentials:
Select existing or add new credentials v ‘ ‘ Add... ‘

Manage accounts

oK Cancel

8. les identifiants de connexion au compte de sauvegarde.Equuerlsur OK.
NB . lci, on ' e Administrateur a titre d’exemple. Il faut créer un compte spécial aux
sauvegardes 33(}5\/ AD avec des permissions précises.

| Cred

redentials X

Username:\. Administrateur Browse...
E& Passwor‘d: I I XXX YRR RN ) I o
Description:

Administrateur

oK Cancel
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9. ICliguen a nouveau sur OK.

Add Compute

Host name or IP add

ASSURDCOZ2

Credentials:

‘ L Administrateur (Administrateur, Ndited: less thana c ~ ‘ ‘ Add...

Manage accounts

oK Cancel

10.[Cliguer] sur Next.
\

| New Agent Backup Job X

Computers

. Select protection grotys or individual machines to back up. Protection groups provide a dynamic selection scope that automatically updates
the list of protected madines as new ones are discovered.

Job Mode Protected computers:

Name Name Type Add...
E Assuhpcoz Comp...

Computers

Backup Mode
Storage

Guest Processing
Schedule

Summary .

< Previous Cancel
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|la sauvegarde voulue. Ici, il faut sauvegarder l'intégralité du serveur, donc il
isir la premiere option. [Cliquerf sur Next.

11.]Choaisir
faut ch

| New Agent Backup Job X

Backup Mode

Choose what data yol\want to back up from selected computers.

Job Mode Entire computer
Back up entire computer image for fast recovery an any level. Deleted, temporary and page files are

RlEgs automatically excluded from the image to reduce the backup size.

Computers [J Include external USB drives

Backup Mode

O Volume level backup

Storage

. Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files are
Guest Processing automatically excluded from the image to reduce the backup size.
Schedule

O File level backup (slower)
Summary Back up selected files and directories only. This mode still\produces an image-based backup, but only with
protected file system objects included in the image.

< Previous Cancel

12 |ChoisirjJun emplacement de sauvegarde si besoin, puis|cliquerjsur Next.
J I:
| New Agent Backup Job

X
Storage
Specify a backup Nepository to store the backup files produced by the backup job and customize advar|ced job settings if required.
Job Mode Backup repository:
Name Default Backup Repository (Created by Veeam Backup) v
£ 44,3 GB free of 70,4 GB Map backup
Computers
i iy 7 v
Backup Mode Retention policy: days
Storage (] Keep certain full backups longer for archival purposes
Secondary Target
Guest Processing @ Configure secondary destinations for this job
Szl Copy backups produced by this job to another backup repository, or tage. We recommend to make at least one
copy of your backups to a different storage device that is located off-sife.
Summary
Advanced job settings include backup mode, compression and deduplicafion, Advanced...

block size, notification settings, automated post-job activity and other seftings.

< Previous Next > Cancel
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13.Si besoin, indiquer ici un second emplacement de sauvegarde. Sinon,|cliquer|sur

Next.

/

I New Agent Backup Job

Secondary Target

Copy backups produced by this job to another backup repository, or tape. We recommend to make at least one copy of your backups to

different storage device that is located off-site.

Job Mode Secondary destination jobs:
Name Type Free
Name
Computers
Backup Mode
Storage
Secondary Target
Guest Processing
Schedule
Summary
< Previous Cancel
14]Cocherlles deux options, puis|cliquernsur Next.
\ \ X
| New Agent Backup,Job X
Guest Processing
Choose apRlication Rrocessing options.
Job Mode Enable application-aware pr ing
Detects and prepares applications for congistent backup, performs transaction logs processing, and configures
Name : o .
the OS to perform required application restpre steps upon first boot.
Computers Customize application handling options for ndividual machines and applications Applications...

Backup Mode
Storage
Secondary Target
Guest Processing
Schedule

Summary

Enable guest file system indexing and malware detection

Indexing enables global file search functionality\, automatic detection of suspicious file system activity and

known malware files.

Customize advanced guest file system indexing options for individual machines Indexing...

< Previous Cancel
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15. Si besoin,Jconfigurerjun planning de sauvegarde. Sinon,|cliquerjsur Apply.
/
| New Agent Backup Job X ‘

Schedule

Specify the scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Job Mode [_J Run the job automatically
Neme ‘22100 ‘ Everyday

T ‘22:00 ‘ Fourth samedi

Backup Mode ! hiout
Storage

Secondary Target
Guest Processing

Schedule

Summary

< Previous Apply Cancel

16. Vérifier la configuration, etfcliquer|sur Finish.|Lancer|la tdche en cochant pour tester
si tout est bon.

| New Agent Backup Job X ‘

Summary

The job's settings have been saved successfully. Click Finish to exXt the wizard.

Job Mode Summary:
Configuration has been successfully saved.

NEnE Name: Sauvegarde DC

Computers Description: Created by ASSURSAVE\Admynistrateur at 21/02/2024 13:00.
Type: server

Backup Mode Mode: managed by backup server
Protected computers:

storage ASSURDC02

Secondary Target Backup made: entire computer
Destination: Veeam backup repository

CuesiiRoces=ng Target storage: Default Backyp Repository

Schedule Retention policy: 7 days

Application-aware procesging is enabled
Summary Guest file system indexif\g is enabled

Backup is not schedulgd to run automatically
GFS retention policy/not set

4 Run the job when | click Finish

< Previous Cancel
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Diagnostic de I'outil
Les + et les - de Veeam
LES
- Facile ainstaller :
o Tres peu d’étapes d’installation, plutét rapide a installer.
- User-friendly
o Possede une interface graphique, n’utilise pas des mots et termes trop
compliqués.
- Complet au niveau des fonctionnalités
o Méme s’il n’est pas compliqué, il est assez complet avec beaucoup de choix
de configurations et options.
- Transparent sur la machine sauvegardée
o Veeam, tourne en tache de fond sur la machine concernée par la
sauvegarde. Cela ne se ressent quasi pas sur la machine sauvegardée.
- Installation simple et rapide sur la machine sauvegardée
o Veeam installe en arriere-plan son agent dés que la sauvegarde est lancée,
sans demander d’étapes supplémentaires sur la machine sauvegardée.
LES -

- Limité aux petites infrastructures dans sa forme gratuite
o 10 machines sauvegardées par licence serveur. Au-dessus, il faut payer une
licence.
- Assez lourd pour le serveur
o L’ISO d’installation pese 8Go, et le logiciel pése bien plus une fois installé. II
faut prévoir du stockage en conséquence rien que pour le logiciel.
- Nécessite la création d’'un compte pour le télécharger
o Veeam demande la création (certes rapide) d’'un compte pour pouvoir
télécharger et se voir attribuer une licence, ce qui peut étre rédhibitoire pour
certains.
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